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1. Introduction

This document provides instructions on how to install Text analytics (TA) under Microsoft Windows
to work with [UCLID 6 Server. The document covers the installation of TA, and the configuration of
IUCLID 6 Server.

From an integration point of view, it is of note that the communication between the applications
IUCLID 6 Server and TA is performed at the level of Web Services (HTTP), and at the database
level (JDBC). For the former, a specific [IUCLID Web Services URL is provided to the TA
application. The latter requires database views within the IUCLID 6 schema that the TA database
user queries to obtain the necessary data. The URL is provided, and the views are created
automatically by an installer.

The installation consists of the following groups of tasks to be carried out in order:
1. Ensure that a suitable JDK is available for the Wildfly server used by Text analytics;

2. Ensure that [UCLID 6 Server is running under Microsoft Windows and points to an Oracle
database. Configure IUCLID 6 Server to work with Text analytics;

Prepare an Oracle user for TA;
Run the installer of TA;
Restart IUCLID 6;

2L T o

Log in to the web-based interface of TA to check the installation and to configure it.

2. Software requirements

An installation of TA requires the following.

Table 1: Software required and its version.

Product Type / Version Comment

IUCLID 6 Server Version 7 This is the IUCLID format that was released in
May 2023. Instance-Based Security (IBS) is
supported.

0S MS Windows: The OS | The MS Windows installer must be run using a

should be up to date. local administrator account.

Database Oracle TA has been tested with version 19c.

Java JDK 11 Instructions are provided on how to set up Zulu
11 for Windows

3. Configure Java JDK

Consider any existing Java installations or requirements for the target system, and then follow the
instructions below that relate to system environment variables.
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o.:mcun 6



Installation Instructions for Text Analytics Page 2| 36

JAVA_HOME

The Wildfly server that comes with TA requires Java 11. The jdk that is delivered with IUCLID 6
Server v6.27.x contains Java 8, so it cannot be used for Wildfly. By default, the Wildfly server
reads JAVA_HOME. If JAVA_HOME is already defined and it must be a version other than Java
11, point Wildfly to the full path of an installation of Java 11 in the settings file indicated below.

<TA>\apps\wildfly-19.1.0.Final\bin\standalone.conf.bat
Add the line:
set JAVA HOME="<full path to Java 11>"
Example of the line, added as line number 36:
set JAVA HOME="C:\openjdk\zulull.62.17-ca-fx-jdk1l1.0.18-win_ x64"

A suitable instance of JAVA 11 can be downloaded from:

https://www.azul.com/downloads/?package=jdk

ES_JAVA_HOME

This must point to the JDK that is delivered with TA for elasticsearch in the folder:
<TA>\apps\elasticsearch-7.17.5\7jdk

LS_JAVA_HOME

This must point to the JDK that is delivered with TA for logstash in the folder:
<TA>\apps\logstash-7.17.5\jdk

There are various ways to set up environment variables. What follows is an example of how to set
up the values indicated above. To set the environment variables in Windows, open:

Control Panel > System > Advanced system settings > Advanced > Environment Variables

text_analytics_installation_manual_en.docx
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Figure 1: Environment variables are set in Windows from System Properties

System Properties et

stem Protection Remote

You must be logged on as an Administratodp to make most of these changes.

Computer Mame  Hardwa

Performance

Visual effects, processor scheduling, membry usage and virtual memony

Settings...
IUser Profiles
Desktop settings related to your sign-in

Settings...
Start-up and Recovery
System start-up, system failure and debugging infdmation

Settings...

( Environmenrt Variables...

Conce | | o0

Under System variables, click on New.
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Figure 2: Create a system environment variable
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Environment Vanables

User variables for awk

Variable

Onelrive
Path
TEMP
TMP

Value

ChUsers\awk.0004OneDrive

ChUsershawk. 0000 AppDatat LocalMicrosoft\WindowsApps, ©\Prog...
ChUsershawk 0000 AppDatatLocal\ Temp

ChUsershawhk 0000 AppDatatLocal\ Temp

Systern variables

MNew... Edit... Delete

Variable

configsetroot

Walue

CHWINDOWS\systern32hcmd.exe
CAWINDOWS\Config5etRoot

DriverData ChWindows\Systern 32\ Drivers\ DriverData
easyplussdk "ChProgram Files (x86)\Cornmen Files\lenovoeasyplussdkibin®
MUMBER_OF PROCESSCORS 4
Qs Windows_NT
Path CAWINDOWS\svstemn32: CAWINDOWS: CAWINDOWS\ Svstem32\Wb... ¥
Mew... Edit... Delete
oK Cancel

If JAVA_HOME is already defined and it needs to be a version other than Java 11, do not change
the value, but point Wildfly to the full path of an installation of Java 11, as described above.

If you want the Wildfly server to read the environment variable JAVA_HOME, if necessary, create
JAVA_HOME and then set its value to the absolute path of the directory that contains the JDK 11
that was installed in the previous step.

Repeat the setting process for ES_JAVA HOME and LS_JAVA_HOME, pointing them at the
folders for jdk that are delivered with TA. Examples are given below.
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Figure 3: Examples of setting the system variables JAVA_HOME, ES_JAVA_HOME and LS_JAVA_HOME

Edit System Yariable >
Variable name: | JAVA_HOME |
Variable value: | Chopenjdkizulul1.62.17-ca-fu-jdk11.0.18-win_x64 |
Browse Directory... Browse File... Cancel
Edit System Yariable >
Variable name: | ES_JAVA_ HOME |
Variable value: | Chiuclid_tools\text-analytics-3.10.1\apps\elasticsearch-7.17.54jdk |
Browse Directory... Browse File... Cancel
Edit System Yariable x
Variable name: | LS_JAVA_HOME |
Variable value: | Chiuclid_tools\text-analytics-3.10.\apps\logstash-7.17.5jdk |
Browse Directory... Browse File... Cancel

This can be checked using the command set on the command line.

C:\> set

The output is shown below, with the variables indicated by red arrows.
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Figure 4: Checking the environment variables using the command set

BN Administrator: Command Prompt

CommonP
CommonP

CommonP

| |

‘\bin;C:

Remember that if you are running the installer from the Windows command line using CMD, CMD
must be restarted for changes in environment variables to take effect.

4. Configuration of IUCLID 6 Server

The following configuration applies to the installation of IUCLID 6 Server to which TA connects.
Instance based security (IBS) is supported.

4.1. Users and Roles

Users log in to TA using credentials defined in IUCLID. TA does not have its own user
management interface. TA requires that the instance of IUCLID to which it connects contains the
following three Roles:

APP_Agency TA Simple:  Allows simple searches;
APP_Agency TA Regexp: Allows simple and regular expression searches;
APP_Agency TA _Admin:  Allows the administration of the application.

To loginto TA, a User must have at least one of these roles. Search results include only dossiers
to which a IUCLID User has at least read-only access.

When defining Users and Roles, consider what overall access is required for Users of TA. The
User named SuperUser is automatically given all the Roles in an instance of IUCLID, so once you
have created the Roles, there is no need to manually add them to it. SuperUser is convenient for
testing, but for daily work, it is more secure to use a User that has a lower level of access. This can
be an existing User, or a User created especially for TA.

text_analytics_installation_manual_en.docx
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For a full description of user management in IUCLID, see the functionalities manual that is
available in its graphical user interface and on the IUCLID website here.

Log in to the web interface as a User that has the rights to perform user management, for example
as SuperUser.

Figure 5: Log in to the web interface of IUCLID as SuperUser

Welcome back!
Please login by entering the information below.

SuperUser

Ensure that the Users who will access TA exist, and that their data access is correct. The next step
is to create TA’s Roles, and to assign them to Users. Open the main menu from the three-bar icon
at the upper left of the interface. Under User management, select Role, as shown below.

text_analytics_installation_manual_en.docx
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Figure 6: Open Role under User management

dé.luuuus 7] g) Superuser

S Predefined Legal entity

= Pashboard (7]

A é 3

Dashboard Zubstances Mixture/Products

& Toolbox 8 Inventory 4 User
manager management

Contact User
Template

Legal entity Role “

Manage Reports
Sites Group

Reference
substance

To create a Role, select the button + New Role, indicated below.

Figure 7: Create a Role

Dashboard > Roles

=] Roles o

5 results found Show resufts = 25 W Sortby  Mewestfirst «

Read-only 2/11/2015 17:34

Description  Predefined role for Read-only access
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Name the Role as one of the following:
APP Agency TA Simple
APP Agency TA Regexp

APP Agency TA Admin

Figure 8: Name a Role

Dashboard > Roles > Create role

=| @ Create role

Role information
Role name*

APP_Agency_TA_Simple

Role description

For Text Analytics

Vi
18/2000

Click on Save. Underneath the Role information there are settings that allow access to various

functionalities and types of data. These settings can be set in the TA Roles, but this is not

necessary if the access has already been provided by some other Role. It is simplest to keep the

TA Roles dedicated to the TA.

The next step is to give the Role to a User or Users. This can be done at any time by editing the

User or the Role, but it is convenient to do it now so long as the User already exists.

Scroll down to Assigned users. Note how SuperUser already has the Role and it cannot be

removed because the dustbin icon is inactive. Click on New item, ringed in red below

Figure 9: SuperUser is given every Role by defaulit.

Assigned users

# User

1 SuperUser

Action

text_analytics_installation_manual_en.docx
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If you cannot see the required User on the list, search for it using the standard search functionality.
Select the User by clicking on it.

Figure 10: Select a User

Select User x

Q 3 items found

FullAccess 26/11/2021 21:29

Last name Full Access Firstname User

Lastlogin 26/11/202121:29

15/12/2021 18:47
First name User_1
Lastlogin 15/12/2021 18:47
User_2 15/12/2021 18:49
Last name User_2 First name User_2
Last log in

Note the Role has been added to the User.
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Figure 11: A User with a Role

Assigned users

+ New item

i User Action

1 SuperUser

2 m

+
ToP

Save

Now create the other TA Roles.

4.2. Securing Cross-Origin Resource Sharing (CORS) in IUCLID

This applies for IUCLID 6 version 6.27.1 and later. Text Analytics uses the authentication
mechanism of IUCLID. For security reasons, by default in [IUCLID, Cross-Origin Resource Sharing
(CORS) is limited to the host 1ocalhost and the ports at which [UCLID listens, which by default

for HTTP is 8080. For the log in process to work for Text Analytics, its URL must be added to a
whitelist in the configuration of IUCLID. This is done in a parameter in the settings file
domain.xml which has the path indicated below.

<IUCLID 6 installation
folder>\payaraS\glassfish\domains\domainl\config\domain.xml

The parameter is:
eu.echa.iuclid6.idp.cors.allowed.origin.patterns
The default value is:

http://localhost:${HTTP_LISTENER PORT} https://localhost:${HTTPS_ LISTENER
_PORT} yhttp: //127.0.0.1:8 {HTTP_LISTENER_PORT}

In the example shown later in this manual, the URL of Text Analytics can be:
http://100.65.8.153:28080

http://localhost:28080

https://100.65.8.153:28434

https://localhost:28434

For this example, the line in domain. xml would be:

<system-property
name="eu.echa.iuclidé6.idp.cors.allowed.origin.patterns"

text_analytics_installation_manual_en.docx
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value="http://localhost:${HTTP_LISTENER PORT} https://localhost:${HTTPS LISTE
NER PORT} http://127.0.0.1:${HTTP_LISTENER PORT} http://100.65.8.153:28080, ht
tp://localhost:28080,https://100.65.8.153:28434 https://localhost:28434"></sy
stem-property>

If SSL is in use, add the appropriate URL for the protocol https. In the example presented later in
this manual, the value is:

https://100.65.8.153:28443

After making a change to domain.xml, [UCLID must be restarted for the change to take effect.

If Text Analytics and IUCLID are run on the same host, the host can be setto 1ocalhost, but it is
better to use the IP address in numeric format. This can be found using the command ipconfig
in a terminal, as shown below:

Figure 12: Find the IP address of the host for Text Analytics

BN Administrator: Command Prompt — O >

C:ilUsersh, »ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:
.local

Subnet Mask
Default Gateway

Ethernet adapter CygateMGMT:

Connection-specific DNS Suffix
IPv4 Address.
Subnet Ma

Default Gateway

Tunnel adapter isatap.{ED49F896- 1-E9F59945BATAY:

Media disconnected

.echa.europa.local:

; .. Media disconnecte
Connection-specific DNS Suffix . : echa.europa.local

4.3. Database of IUCLID 6 Server

The installation of IUCLID 6 Server is described in a separate document which is available on the
IUCLID website here.

text_analytics_installation_manual_en.docx
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In addition to the privileges the database user requires for [IUCLID 6 Server, the user must be able
to create database views. This can be applied to a user by the following SQL statement.

SQL> grant create view to <user>;
For example, for a user named iuclid6user:

SQL> grant create view to iuclidé6user;

5. Database of TA

TA requires an Oracle database. The database tables of TA are created when the application first
starts up. Before doing that, it is necessary to create the TA database and a user. Make a note of
the name of the database, the user name, and the user password, which will later be entered into
the installation wizard.

SQL> create tablespace <tablespace> datafile '<file>.dbf' size
<size> autoextend on next <extensionsize> maxsize
<maxsize>;

SQL> create user <user> identified by <password>;

SQL> grant connect to <user>;

SQL> grant resource to <user>;

SQL> grant create session to <user> identified by <password>;

SQL> grant create table to <user>;

SQL> grant create view to <user>;

SQL> grant create sequence to <user>;

SQL> grant create job to <user>;

SQL> grant create procedure to <user>;

SQL> grant create trigger to <user>;

SQL> alter user <user> quota unlimited on <tablespace>;

Example

SQL> create tablespace ta_ tablespace datafile ' ta tablespace.dbf' size
500M autoextend on next 50M maxsize 1G;

SQL> create user ta_user identified by ta password;

SQL> grant connect to ta_ user;

SQL> grant resource to ta_user;

SQL> grant create session to ta user identified by ta password;

SQL> grant create table to ta user;

text_analytics_installation_manual_en.docx
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SQL> grant create view to ta_user;
SQL> grant create sequence to ta user;
SQL> grant create job to ta_user;

SQL> grant create procedure to ta user;
SQL> grant create trigger to ta_user;

SQL> alter user ta_user quota unlimited on ta_tablespace;

6. Graphical installer
Before running the installer, obtain the following information:

1) Location of the folder in which TA will be installed;

) The port on which the graphical interface of TA will be accessible. Any free port can be
used;

The database URL, name, and credentials for TA;

Location of the installation folder of IUCLID 6 Server;

The URL of the IUCLID 6 Server application;

The database URL, name, and credentials for [UCLID 6 Server;

N

OGRS

An installation of TA consists of:

1) The application files, which include the application server Wildfly,
2) The IUCLID plugin, which is a jar file that is copied into the installation of IUCLID.

The installer of TA can automatically install the plugin into the installation of IUCLID 6 Server, but it
must have access to its file system. Otherwise, the plugin must be installed manually.

Before running the installer ensure that the SHA256 checksum is the same for the exe file as that
published on the IUCLID website at:

https://iuclid6.echa.europa.eu/verification-of-downloads

Before running the installer ensure that at least ten percent of the total storage space is available
on the target drive. When the percentage of available space on the whole drive drops below a
threshold, TA does not function normally.

Run the following executable as a local administrator.

text-analytics-<version>.exe

If the path to an installation of JDK has not been defined correctly in the environment variable
PATH, the following warning will be given.

text_analytics_installation_manual_en.docx
o.:mcun 6



Installation Instructions for Text Analytics Page 15| 36

Figure 13: Warning shown if JDK is not in PATH

Warning >

@ It looks like your systemn does not have a Java Development Kit (JDK) available.
The software that you plan to install requires a JDK for both its installation and execution.

Do you still want to proceed with the installation process?

Yes Mo

If the warning is shown, select No, then add the path of JDK to PATH, as described above, and
then re-run the installation. It is advisable to also check the value of JAVA_ HOME.

In some circumstances the following message may be shown.

Figure 14: Message about JRE

This application requires a Java Runtime Environment 1.6.0 (32-bit)

oK

If you see the message above, as a workaround, start the installer from an administrator console
(cmd) using the command:

$ java -jar text-analytics-<version>.exe

Read the information presented by the Installer and the descriptions in this manual carefully for
each page.
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Figure 15: Installer step 1 - Information

ﬂ Text Analytics for the industry 3.11.3 - Installation Wizard - *

Text Analytics for the industry

Version: 3.11.3

This installation package contains the Text Analytics application installation as well as the Text
Analytics [UCLID plugin which can be installed separately. In order for the application to run
properly it must connect to a [UCLID 6 installation with version 6.6.x. During installation you
will be requested to provide information on how to connect to that IUCLID instance.

. Step Lof 11 @ quit

The first screen displays information about the version of TA; and the required version of IUCLID.
Note that required version of IUCLID 6 indicated in this screen is incorrect. TA v3.11.3 is
compatible with IUCLID 6 v7.

Figure 16: Installer step 2 - Select components to install

ﬂ Text Analytics for the industry 3.11.3 - Installation Wizard - *

Select the components you want to install jupdate:

JBoss Wildfly v19.1.0 223.77 MB
Tesseract 267.85MB
[
Elasticzearch v7.17.5 478.37 MB
Filebeat v7.17.5 92.98 MB
Logstash v7.17.5 592.17 MB
[
IUCLID Text Analytics plugin v4.2.3+c. 1 29.36 KB
Text Analytics application -v3.11.3 116.67 MB
Description

JBoss Wildfly Application Server v19.1.0

Total space required: 1.73GB
Available space: 29.77GB
] Step Zof 11 < Previous € quit
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In the second step, select the components to be installed. For a fresh installation of TA run on the
same machine as IUCLID 6 Server, all the boxes should be ticked. The installer copies the plugin
of TA into the file system of IUCLID 6 Server. If the installer cannot access that file system, there

are two options.

1) Run the installer twice, once to install the application files, and then separately on the
IUCLID 6 Server machine to install the plugin;

2) In step 7 of the installer, where it asks for the installation folder of IUCLID, choose a local
folder instead, and then move the plugin from the local folder to IUCLID 6 Server manually.

Note the disk space requirements stated at the foot of the page.

Figure 17: Installer step 3 - Enter the installation directory for the TA

55 Text Analytics for the industry 3.11.3 - Installation Wizard - *

Select the folder where the application will be installed

C:hjudlid_tools\text-analytics-3.11.3

I Step 3of 11 < Previous B> Next € quit

Step 3 asks for the directory where TA will be installed.

text_analytics_installation_manual_en.docx
..:|UCL|D 6



Installation Instructions for Text Analytics Page 18| 36

Figure 18: Installer step 4 - Enter the port for TA

ﬂ Text Analytics for the industry 3.11.3 - Installation Wizard - *

Server configuration

Please spedify the ports that the application server of the Text Analytics application will listen to

Server http port number: | 23080

Server https port number: |28443

For more detailed information about configuring HTTPS, see the installation manual of Text Analytics

I oot il < Previous @ quit

Step 4 prompts for the port number(s) of the TA application. Enter a value for a port that you know
is a free. To check whether a port is free, the following command can be used.

Windows command line:

C:\>netstat -an | find ":<port number>"

The port is free if the output is empty.
In the example, the ports are set to 28080 for HTTP and 28443 for HTTPS.
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Figure 19: Installer step 5 — Enter details for the database of TA

ﬂ Text Analytics for the industry 3.11.3 - Installation Wizard - *

Text Analytics Database connectivity configuration

Flease provide the following connection parameters

Host name or ip: |100.65.8.153
Port number: 1521

Service name:  (ta_3_11 3 db
Username: ta_user

Password: LTI YT T T

St < Previous @ quit

In step 5 enter the details of the database for TA. For a pluggable database, the service name is
the database name. Dependent on the database, the Service name can also be a SID. The default
host name or IP address shown above is for localhost. This is valid only if the Oracle database and
TA are run on the same machine. If that is not the case, change the hostname to be that for the
host of Oracle, and ensure that the connection is allowed through any firewall that may be in place.

Please note that the Oracle database schema and credentials must have been created before
moving to the next step. On clicking on Next, the installer checks the connection to the database
before proceeding to the next step. If it cannot connect to the database, it gives an error message.

Figure 20: Cannot connect to an Oracle database

Validation failed >

° Could nat connect to the database due to invalid credentials
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Figure 21: Installer step 6 - IUCLID connectivity configuration

ﬂ Text Analytics for the industry 3.11.3 - Installation Wizard - *
IUCLID Configuration
[ nstance-based Security
Flease provide information about the IUCLID installation that the Text Analytics application is going to connect to

IUCLID server address: |http:/f100.65.5,153: 21080
(NOTE: please indude the http(s): / prefix)

IUCLID Database configuration

Pleaze provide the following connection parameters

Host name or ip: 127.0.0.1
Port number: 1521
Service name: juclidsdb
Username: juclidsuser
Password: LTI
i [ @ previous @ quit

Step 6 prompts for the IUCLID connectivity information. If TA is to be accessed remotely, both TA
and the instance of IUCLID must be accessible from the remote machine. Therefore, the default IP
address of 127.0.0.1 (localhost) shown in the screenshot above should be changed to the actual IP
address or hostname. Also, the firewall rules must allow access to that host at the port indicated.
For example:

http://<the-host-of-iuclid>:28080

If the hostname for IUCLID is set incorrectly in TA, or a firewall is blocking access to IUCLID, it
may be possible to log in to TA remotely, but the interface does not load.

If Instance Based Security is to be used in IUCLID, tick the box at the top of the page.
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Figure 22:

Installer step 7 — Location of IUCLID 6 Server to where the plugin will be installed

ﬂ Text Analytics for the industry 3.11.3 - Installation Wizard - *

Text Analytics plugin configuration

Pleaze provide information about the IUCLID installation where the plugin will be applied

Installation directory: |C:Yuclidé-server

IMPORTANT NOTE:
In order for the Text Analytics plugin to be operational you will need to restart your IUCLID server instance once the installation process is completed

Step 7of 11 wél Previous @- Next @ Quit

Step 7 is shown only if the plugin were ticked on page 2. Enter the installation directory of
IUCLID 6 Server. After clicking on Next, the installer checks whether the value entered is a valid
installation directory of IUCLID 6 Server. If it is not, the followed message is shown.

Error

@ Flease provide a valid IUCLID installation folder

>
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Figure 23: Installer step 8 - Progress of the installation

E Text Analytics for the industry 3.11.3 - Installation Wizard

Pack installation progress:

[Finished]
Overall installation progress:

717

Step 8 of 11

@reos | [ Srex || @aut |

At this point the wizard has gathered all data required for the installation and the remaining steps

inform about the installation process. Step 8 displays the progress of the copying of the selected
components.

Figure 24: Installer step 9 - Post-installation tasks

53 Text Analytics for the industry 3.11.3 - Installation Wizard

Post-install actions

i/1

Starting elasticsearch server...
Starting logstash server...
Starting filebeat server...
Starting application server...
Application server started

Step 9of 11

@reioss | Blext || Qaut |
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Step 9 performs post-installation actions such as application server start-up, and application
deployment.

Figure 25: Windows open for Wildfly, Elasticsearch, Logstash and Filebeat

-

1.8.Final”

When TA starts, CMD windows open, as shown above. These must be left open if TA is to keep
running. Closing a window shuts down the respective application, and therefore TA cannot
function. The output shown at the front in the figure above is the server log which is located at:

<installation directory>\apps\wildfly-19.1.0.Finall\standalone\logserver.l
og

Errors that appear in that log can be ignored at this stage. They are important only after IUCLID
has been started and TA indexing has begun.
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Figure 26: Installer step 10 - Post-installation report

55 Text Analytics for the industry 3.11.3 - Installation Wizard

Installation is complete

The Text Analytics application has been successfully installed.
To access the application via HTTP use the following link:

http:/[100.65.8.153:28080/a

To access the application via HTTPS use the following link:
https://100.65.8.153:28443/ta

To start the application server you can run the following command
C:M\iuclid tools\text-analytics-3.11.3\startup-application.bat

IMPORTANT NOTE:

Text Analytics does not have any user management functionality, which means that user authentication is performed by the
[UCLID application itself. In order to use the application someaone has to have one of three specific user roles. These are:

« APP_Agency_TA_Simple: users with this role can perform searches.
» APP_Agency_TA_Regexp: users with this role can perform simple and regular expression searches.

Step 10 of 11 @ Previous {4 Done

The final step of the installer presents information about the installation just performed. It states the

URL used to access the application as well as the script that should be run to start the application
server. Make a note of the network address of the interface of TA.

Figure 27: The final step of the Installer

53 Text Analytics for the industry 3.11.3 - Installation Wizard - X
Installation is complete

The Text Analytics IUCLID plugin has been successfully installed to your IUCLID installation. In order for the plugin to be
operational, IUCLID must be restarted
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Finally, there is a reminder to restart IUCLID. To close the installer, click on Done. At the end of the
installation, TA is left running.

Warning

Clicking in any of the CMD windows so that it becomes the focus in Windows, can cause it to enter
Select mode, which freezes TA. To unfreeze a window, click in the window and then press the
Enter key. For more information, see section 710 Warning about logging in, and unresponsive
behaviour.

7. Post-installation

If the installation has worked properly, close the installer, and then re-start IUCLID 6 Server to
allow it to recognise the newly installed plugin for TA. Start the interface of TA by pointing a web
browser to the address given on the final page of the installer. The example given in this manual is:

http://100.65.8.153:28080/ta
If the browser and TA run on the same machine, the following also works:
http://localhost:28080/ta

Alternatively, especially for remote access, there may be a hostname, for example:
http://the-host-of-ta:28080/ta

Log in as a IUCLID User that has the correct access rights. For initial setup SuperUser is
convenient.

Figure 28: Log in as a IUCLID User

Please sign in

SuperUser

On logging in, the Query builder is shown.
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Figure 29: The interface of TA - Query builder

= Text Analytics & SuperUser ~

|
Text Analytics

Search for IUCLID and external content

Query builder Searchable properties
Query:

> Search by fields/attachments clear

> AND Search by containing document @  clear

Ll

> AND

1

Search by containing dossier @  clear

== T

Before searches can be done, the data must be indexed. This is controlled from the Administration
dashboard which is accessed from the menu under the three-bar icon at the top left.
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Figure 30: Start the indexing, on the Administration dashboard

Text Analytics

Q, Search engine (regexp)

@& Administration dashboard

= External content >
B Index management

9% Advanced >

© Help

© About

Administration dashboard

1 Statistics & Latest processing status
Exceptions
Start 2022-01-1917:59:21
2 Application usage
End 2022-01-1917:59:28
8 Definitions e—

Start incremental processing Start full processing }iop processing
& Properties
The indexing is being stopped and any reria gUossiers are processed but not saved in the index.
? Help file This action is used to resume the indexing while the processing of the Dossiers is not yet finished.

During the next scheduled indexing the Dossiers will be processed and saved in the index as expected.

Resume indexing process

After installation you may want to select Start full processing, which indexes all the data.

The progress of the indexing can be monitored from Statistics and Exceptions. Check that the
number of IUCLID dossiers corresponds to the number in IUCLID, as outlined below.
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Figure 31: Check the number of dossiers

Administration dashboard

£ Indexing processing StaﬂStiCS

L Statistics & Exceptions

122 Application usage

H Definitions
& Properties IUCLID gxternal content Exceptions
= - .
? Help file Overall Averages (per dossier)
Dossiers Entities 37
Entities 264 Fields 277
Fields 19k Attachments / 0/0
scanned
Attachments / scanned 3/0
Indexing time Oh Om
Unique attachments 3 Os

Individual runs of the indexing can be monitiored from Per IUCLID processing. An example is
shown below in which there have been three runs of the indexing on 19/01/2022. All the dossiers
were indexed successfully.
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Figure 32: Check an individual run of the indexing

] | I
Per IUCLID processing
19/01/2022
Start time 19/01/2022 at
19/01/2022 17:10:08
r End time 19/01/2022 at
17:10:25
Indexing time Oh Om 16s
Dossiers to be 7
indexed

Dossiers maintained 0

Failed dossiers 0

Succeeded dossiers 7

Not processed 0
dossiers

7.1. User manual

The user manual should be accessible as a PDF file from the menu shown below.

Figure 33: User manual

= Text Analytics
K

Q, Search engine (regexp)

—

Administration dashboard

= External content >
B Index management

&% Advanced >
&

@ Help

© About

To make this link point to the latest manual on the IUCLID website, set the property Link to help file
to be the following URL:

https://iuclid6.echa.europa.eu/documents/1387205/328451 1/text_analytics user manual_industry
en.pdf
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Figure 34: Setting a property — URL of the user manual

Administration dashboard

& Indexing processing System Properties

L Statistics & Save All

Exceptions

Editable application properties v
|2 Application usage

The configuration of the following properties does not require the application server and/or application components
& Definitions restart in order to take effect

Aggregated search

™ Prope

1st level: Dossiers number per page 5
? Help file
1st level™Endities number per dossier 2
Help
Link to help file https://iuclid6.echa.el

7.2. The default security group

On running a query there can be a warning about IUCLID security groups, even if Instance Based
Security is not in use. An example is shown below.

Figure 35: Warning about IUCLID security groups

| A Your search has been performed on user groups different than the default ones!

To avoid this warning set the value of the property Default user groups to be a valid [IUCLID
security group. If Instance Based Security is not in use, enter the value Common. This is a
placeholder value that can be ignored elsewhere.

Remember to click on Save All after changing a value. It is located at the top of the page.
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Figure 36: Set default user groups

Administration dashboard

£ Indexing processing SYStem Properties

Lt Statistics & ‘ Discard All
Exceptions

Save All ‘

Editable application properties

122 Application usage

The configuration of the following properties does not require the application server and/or application cgfnponents
B Definitions restart in order to take effect

¥ Properties Aggregated search

e ———
? Help file

1st level: Dossiers number per page 5

1st level: Enities number per dossier 2
L
Simple search /
Default user groups Common
Number of highlights 20

8. Starting and stopping TA
To stop TA, close the console window for Wildfly, and then the others.
A script for starting TA is provided in the installation folder.

startup-server.bat

9. Changing the configuration set by the installer

The values set using the installer can be changed at a later stage by editing the files described
below and then restarting TA.

9.1. Memory allocation for Elasticsearch

By default, the memory allocated to Elasticsearch is calculated based on the total memory of the
machine. If it is too high, a limit can be set by setting the Java parameters Xms. and Xmx. The
values should be the same. For more information, see the documentation on the website for
Elasticsearch. The configuration is done in the following file:

<TA>\apps\elasticsearch-7.17.5\config\jvm.options
For example:

-Xms4g
-Xmx4g
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9.2. Set the ports for TA and remote access

This script startup-server.bat which is in the installation folder of TA starts TA using the
command start. The parameters of the command are described in the table below.

Table 2: Parameters in the startup script for TA

Parameter Purpose

-C The settings file for Wildfly. The default is

<TA installation folder>\apps\wildfly-
19.1.0.Final\standalone\configuration\
standalone-ta-industry.xml

-b The binding IP address for Wildfly. The default value of
0.0.0.0 means that TA can be accessed remotely from any
IP address.

-Djboss.http.port The port at which TA is accessible over HTTP

-Djboss.https.port The port at which TA is accessible over HTTPS

-Djboss.management.http.port | The management port of Wildfly

For the example values shown in the installer, the command would be:

start standalone.bat -c standalone-ta-industry.xml -b 0.0.0.0
-Djboss.http.port=28080 -Djboss.https.port=28443 -
Djboss.management.http.port=9990

9.3. URL of IUCLID 6 Server

The URL of IUCLID 6 Server is set in the file indicated below in the section IUCLID Extension
Framework REST URL:

<TA installation folder>\conf.d\ta properties.xml

Examples of the entries

<!--TUCLID Extension Framework REST URL-->

<iucefRestUrl editable="true" group="iuclid" industry="true"
restart="false">http://127.0.0.1:21080/iuclid6-ext/api/ext/v1/</iucefRestUrl>
<iuclidJdnlpUrl editable="true" group="iuclid" industry="true"
restart="false">http://127.0.0.1:21080/webstart/launch.jnlp?uuid=%sé&amp; snaps
hot=%s</iuclidJdnlpUrl>

<iuclidWebUrl editable="true" group="iuclid" industry="true"
restart="false">http://127.0.0.1:21080/iuclid6-web?key=%s/%$s</iuclidWebUrl>
<iuclidTokenServiceUrl editable="true" group="iuclid" industry="true"
restart="false">http://127.0.0.1:21080/iuclid6-idp-
ws/service/token</iuclidTokenServiceUrl>
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<iuclidRedeemHttpsUrl editable="true" group="iuclid" industry="true"
restart="false">http://127.0.0.1:21080/iuclid6-idp-
ws/service/token</iuclidRedeemHttpsUrl>

9.4. Database connections

The database connections are configured in the following file in the XML element
<datasources>

<TA installation folder>\apps\wildfly-19.1.0.Finall\standalone\configurati
on\standalone-ta-industry.xml

Example for TA

<datasource jndi-name="java:/applicationDS" pool-
name="applicationDS" enabled="true">

<connection-
url>jdbc:oracle:thin:@127.0.0.1:1521/ta_3 11 3 db</connection-url>

<driver>oraclel9</driver>
<security>
<user-name>ta user</user-name>
<password>ta password</password>
</security>
</datasource>

Example for IUCLID

<datasource jndi-name="java:/iuclidDS" pool-
name="iuclidDS" enabled="true">

<connection-
url>jdbc:oracle:thin:@127.0.0.1:1521/iuclid6édb</connection-url>

<driver>oraclel9</driver>

<security>
<user-name>iuclid6éuser</user-name>
<password>iuclid6épassword</password>

</security>

</datasource>

10. Warning about logging in, and unresponsive behaviour
If log in does not work, or TA becomes unresponsive, try the following:

1. Check whether any of the CMD windows for TA are in Select mode. This mode prevents output
from being written to the console, and therefore under certain circumstances freezes the
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application. To check the mode of the CMD window, look in the top left of the window for the
word Select, as shown below.

[/ Select Chmmand Prompt

ume in drive B is Data
Volume Serial Number is BZE1-A891

Directory of B:\

8 by

6 664 8565 82

Select mode is entered when any text in the window has been selected. To exit Select mode,
click in the window and then press the Enter key. If the output shown in the screen suddenly
starts to change, then it has probably just become unfrozen, and TA will start to work again. To
prevent Select mode from being entered, untick the box for QuickEdit in the properties of the
CMD window. These are accessed by right-clicking in the title bar of the window, as shown
below.

BN Select Command Promot
Restore

Maowve
Size
Minimise

Maximise

Volume

Close
Edit
Defaults

Properties P5TS
o .**Lth- 8 bytes

2 " 6 664 865 @24 bytes free
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BEX "Command Prompt" Properties >

Options  Fort  Layout  Colours

Cursor Size Command History

®) Small Buffer Size: |5‘|] =
() Medium -
() Large Mumber of Buffers: |4 -

[ ] Discard Old Duplicates

Enable Cid key shortcuts

Fiter clipboard contents on paste
[ ] Use Cird+5Shift+C/V as Copy./Paste
Text Selection

Enable line wrapping selection
Extended text selection keys
Curmrent code page

850 (OEM - Multilingual Latin 1)

[] Use legacy consale frequires relaunch, affects all consales)

Leam more about |egacy console mode

Find out more about new console features

2. Delete the cached data in the web browser, and then reload the log in page using Ctrl F5. If
that does not work, restart TA, and clear the browser cache again.

3. Check that the plugin is installed in IUCLID, and that IUCLID has been restarted after TA was
installed. Wait for [IUCLID to start fully. The plugin is the file indicated below. The version
number in the file name is not necessarily the same as the version of TA:
<iuclid installation directory>
\glassfish4\glassfish\domains\domainl\iuclid6\
csr-analytics—-iuclid6-plugin-4.2.3-rc.1l.jar

4. Check in IUCLID that the Roles are set up correctly.
5. Restart IUCLID.

If the problem is still not clear, check the logs stated below.

1. Wildfly

<TA installation folder>\apps\wildfly-19.1.0.Final\standalone\log\server.
log
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2. Elasticsearch

<TA installation folder>\apps\elasticsearch-7.17.5\1ogs

3. IUCLID

<IUCLID installation folder>\payaraS5\glassfish\domains\domainl\logs

If the logs do not show anything that solves the problem, create a ticket at the ECHA Helpdesk.
Provide a detailed description of what you did, along with screenshots, and the logs mentioned
above.
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